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SECURITY ESSENTIALS

IMPACT OF SECURITY BREACHES
· Security breaches affect organizations in a variety of ways. They often result in the following:

· Loss of revenue

· Damage to the reputation of the organization

· Loss or compromise of data

· Interruption of business processes

· Damage to customer confidence

· Damage to investor confidence 

· Legal Consequences -- In many states/countries, legal consequences are associated with the failure to secure the system—for example, Sarbanes Oxley, HIPAA, GLBA, California SB 1386. 
· Security breaches can have far-reaching effects. When there is a perceived or real security weakness, the organization must take immediate action to ensure that the weakness is removed and the damage is limited.

· Many organizations now have customer-facing services—for example, websites. Customers may be the first people to notice the result of an attack. Therefore, it is essential that the customer-facing side of the business be as secure as possible.
SECURITY RISK MANAGEMENT DISCIPLINE (SRMD) PROCESSES

In this topic, we will discuss security risk management discipline (SRMD). Specifically, we will discuss: 

The three processes of SRMD -

· Assessment

· Development and implementation

· Operation

Assessment involves

· Asset assessment and valuation. 

· Identifying security risks with STRIDE.

· Analyzing and prioritizing security risks with DREAD.

· Tracking, planning, and scheduling security risk–related activities.

Development and implementation involves

· Developing security remediation.

· Testing security remediation.

· Capturing security knowledge.

· Operation involves

· Reassessing new and changed assets and security risks.

· Stabilizing and deploying new or changed countermeasures.

Security risk management discipline (SRMD) defines the three primary processes that a business needs to implement in order to become and stay secure. The three processes are:
· Assessment – This phase involves gathering relevant information from the organization’s environment to perform a security assessment. You need to capture enough data to effectively analyze the current state of the environment. Then determine how well protected the organization’s information assets are from potential threats. Create a security action plan; this plan is executed during the implementation process.
· Development and Implementation – This phase focuses on executing a security action plan to implement the recommended changes defined in the assessment. Additionally, a security risk contingency plan is developed.
· Operation – During this phase, modify and make updates to the environment as needed to keep it secure. Penetration testing and incident response strategies, which help solidify the objectives of implementing a security project in the organization, are carried out during operational processes. Auditing and monitoring activities are also carried out during the operational processes to keep the infrastructure intact and secure.
· Additional details of SRMD can be found in the Microsoft Solutions Guide for Securing Windows 2000 Server at www.microsoft.com.
ASSESSMENT

Assess & Valuate
· Asset assessment is the value placed on information from the point of view of the parties involved and the effort it took to develop the information. Asset assessment also involves determining the value of a network service—for example, the value of a service that provides network users with outbound Internet access from the point of view of the parties that use that service, and what it would cost to re-create that service.
· Valuation is how much it costs to maintain an asset, what it would cost if it were lost or destroyed, and what benefit another party would gain by obtaining this information. The value of an asset should reflect all identifiable costs that would arise if there were an actual impairment of the asset.

· In determining asset priorities, either arbitrary values, as shown in the slide, or specific values, such as actual monetary cost, can be used. Organizations should use whichever scale is most appropriate to highlight the relative value of their assets.

Identity Security Threats – Stride
· Security risk identification enables project team members to brainstorm and identify potential security risks. Information is collected on threats, vulnerabilities, exploits, and countermeasures. The STRIDE model provides a valuable and easily remembered framework for identifying threats and possible exploits.

· Spoofing identity is the ability to obtain and use another user’s authentication information. An example of identity spoofing is using another user’s user name and password. 

· Tampering with data involves the modification of data. An example would be tampering with a client’s cookie contents.

· Repudiation is the ability to deny that something has happened. An example of repudiation would be a user uploading malicious data and the system being unable to trace the operation. 

· Information disclosure involves the exposure of information to users who are not supposed to have it. An example of information disclosure is the ability to read confidential medical files that an attacker has not been given access to.

· Denial of service attacks deny normal service to your users. An example of denial of service would be making a website unavailable by flooding it with a massive amount of HTTP requests.

· Elevation of privilege is the process attackers go through to perform a function that they are not entitled to perform. This may be done by exploiting a weakness in software or by using credentials illegitimately.

· Other attacks that can occur might be performed solely to incur a cost on the target. For example, an attack could be mounted against a fax service or a cellular telephone to make a large number of international calls at great expense.
Analyze & Prioritize Security Risks - Dread
· Security risk analysis is used to analyze the attacks, tools, methods, and techniques that might be used to exploit a potential vulnerability. Security risk analysis is a method of identifying risks and assessing the possible damage that could be caused. The result of the assessment can be used to justify security safeguards.

· A security risk analysis has three main goals: Identify risks, quantify the impact of potential threats, and provide an economic balance between the impact of the risk and the cost of the countermeasure. Information is collected to estimate the level of risk so that the team can make educated decisions around which security risks should receive the most remediation effort.
This analysis is then used to prioritize security risks and enable the organization to commit resources to address the most critical security issues.
· When a threat has been identified, the threat needs to be ranked. One approach is DREAD. A rating of 1 through 10 is assigned in five areas: damage, reproducibility, exploitability, affected users, and discoverability.

· The ratings are averaged, which gives you an overall threat rank. The higher the rank, the more serious the threat. This ranking provides a view of the relative priority of each risk rather than an actual risk quantification.

· You can take this threat rank and multiply by a system’s criticality to give you a risk exposure for a system.

Track, Plan, & Schedule Security Risk Activities
· Security risk tracking, planning, and scheduling take the information obtained from the security risk analysis and use it to formulate mitigation and contingency strategies and plans that encompass them. 

· Security risk scheduling attempts to define a schedule for the various remediation strategies constructed during the build phase of a security project. This scheduling takes into consideration the way the security plans are approved and incorporated into the information architecture, in addition to the standard day-to-day operations procedures that have to be implemented.

DEVELOPMENT & IMPLEMENTATION
Develop Security Remediation
· Security risk remediation development is the process of taking the plans that were created during the assessment phase and using them to create a new security strategy involving configuration management, patch management, system monitoring and auditing, and operational policies and procedures. 

· As various countermeasures are developed, it is important to ensure thorough tracking and reporting on progress.

Test Security Remediation

· Security risk remediation testing occurs after the development of the remediation strategies and associated system management changes have taken place, and the policies and procedures to determine their effectiveness have been written. 

· The testing process enables the team to consider how these changes can be deployed in a production environment. During the testing process, the countermeasures are evaluated for effectiveness against how well the security risk is controlled, and for undesirable impacts on other applications.

Capture Security Knowledge

· Security risk learning formalizes the process for capturing knowledge about how the team secured the assets, and it documents the vulnerabilities and the exploits that were discovered. When the information technology (IT) department gathers new security information, such information must be captured and redeployed to ensure the continuous optimized effectiveness of the security countermeasures protecting the assets of the organization. In addition, security education needs to take place for the business communities. This education can take the form of training or security awareness bulletins.

· Your organization must define a formal risk management process that will define how security countermeasures are initiated and evaluated and under what circumstances transitions between the steps should occur for individual security risks or groups of security risks.

Operation: Reassess Assets & Risks
· Organizations are dynamic, and your security plan must be too. Update your risk assessment periodically. In addition, reevaluate the risk assessment plan whenever you have a significant change in operation or structure. Thus, if you reorganize, move to a new building, switch vendors, activate a new Web site, or undergo other major changes, you should reassess the risks and potential losses using the steps outlined earlier in the Assessment phase.

· It is important to assess risks continually. This means that you should never stop searching for new risks, and it means that existing risks are periodically reevaluated. If either part does not happen, risk management will not benefit your organization. How often you review your risk management plan and its triggers for this should be defined in the security policy for the organization.

· Reassessing assets and risks are essentially change management processes, but this is also where security configuration management is executed. This leads to release management when the new countermeasures and security policies are completed.

Description of the Policies, Procedures, and Awareness Layer

· People do not generally perform their daily tasks with security on their minds.

· A security policy for an organization should define:

· Acceptable use.

· Remote access.

· Information protection.

· Data backup.

· Perimeter security.

· Baseline host and device security.

· A policy should communicate consensus and provide a foundation for human resources (HR) action in the event of a security breach. It may also help in prosecuting cases in the event of a security breach. 

· A security policy should provide the organization with an appropriate incident handling procedure. It should define:

· Areas of responsibility.

· The type of information to record.

· Where that information goes.

· What actions to take after an incident.

· Good security policies are generally the foundation of all other security practices. Each policy should be general enough to be applicable across technologies and platforms. At the same time, it should be specific enough to provide guidance to IT professionals on how to implement the policy.

· The scope of the security policy for an organization depends on the size and complexity of the organization. Guidance on creating security policies is available from many organizations, such as http://www.sans.org/ and http://www.iss.net/.
Policies, Procedures, and Awareness Layer Compromise

· Attackers can use social engineering techniques to take advantage of users who are not aware of or who do not understand security issues around the workplace.

· Many security rules seem unnecessary to users and therefore they do not follow them.

· Many attacks involve social engineering. Social engineering takes advantage of the lack of concern for security in the daily lives of most people. An attacker can spend time at work or leisure getting to know users and gaining their confidence. While an attacker asks questions and gains information that per answer does not appear harmful, the information as a whole provides the attacker with the means to carry out or start an attack.
Policies, Procedures, and Awareness Layer Protection

· To counteract these social engineering threats, organizations must implement clear and precise procedures and processes that must be adhered to by all employees, and train employees on these policies. Every function that is carried out should have clear, documented instructions.

· Security training is always necessary to detail these processes and procedures. The instructions should make clear the whole security picture so that the users understand the need for security at all levels and at all times.

· A security policy is a blend of security needs and organization culture. It is influenced by the size of the organization and its goals. Some policies might be applicable to all sites, but others are specific to certain environments. A security policy must balance the level of control with a level of productivity. If policies are too restrictive, people will find ways to bypass controls. An organization must have management commitment to the level of control defined in a policy; otherwise, it will not be properly implemented.
DESCRIPTION OF THE PHYSICAL SECURITY LAYER
· An attacker with access to physical components can easily bypass many security procedures.

· An attacker can make use of a company phone or a handheld device. Anything from seeing contact lists or phone numbers to sending an e-mail message or answering the phone as its owner can make an attacker’s goal easier to achieve.

· Company laptop computers can contain a wealth of information useful to an attacker. They should always be stored securely when not in use.
Physical Security Layer Compromise

· If attackers gain physical access to systems, they are effectively the owners of those systems.

· In some cases, an attack is only vandalism. Disabling a system may be a major problem, but it is not nearly as serious as having an attacker view, change, or delete data that is believed to be secure.

· Physical access to a system also allows an attacker to install software. The software may go unnoticed and run on a system for a considerable period of time, gathering critical business data. This can be disastrous for the business concerned. 
Physical Security Layer Protection

· You can use a wide range of techniques to increase security for a facility. The level of physical security available is dependent on your available budget. It is easy to maintain high standards when dealing with a hypothetical model. However, in the real world, compromises need to be made regarding the site, building, and security measures employed. The list on the slide presents some, but by no means all, of the potential ways to help secure your facility.

· Defense in depth starts by applying physical security to all of the components of your infrastructure. If any unauthorized individual has physical access to the environment, it cannot be considered secure. For example, a maintenance engineer might swap a single failed disk from a RAID1 array that contains customer data. This disk might be repairable. The data is now in the hands of a third party.

· The first step is to separate servers from human operators and users. All server rooms should be locked. Access to server rooms should be strictly controlled and logged. Some of the access control mechanisms that can be used include badges and biometrics. Access should be prearranged and authorized by a senior member of the staff. If dedicated server rooms do not exist, servers should be secured in cages or, at the very least, by locking the racks. Most server racks can be opened by using a single standard key, so do not rely on the vendor-supplied locks alone.

· All server rooms should have some type of fire suppression mechanism: arson is a threat that requires a countermeasure.

· Access should be monitored by guards or closed-circuit TV (CCTV). Video recordings from CCTV can be used for audit purposes, and the presence of cameras can provide a useful deterrent against opportunist access. Keep in mind that most security breaches are from well-meaning “meddling” individuals, not from dedicated malicious hackers.

· Physical access extends to remote administration consoles in addition to servers. There is no point in securing direct keyboard and monitor access if the servers can be accessed by terminal services from any point on the internal network. This guideline applies to IP keyboard video monitor (KVM) solutions and remote management hardware as well.

· Similarly, limiting the opportunities for individuals, well-meaning or otherwise, to infect or compromise a system is important. Remove data input devices such as floppy disk drives and CD-ROM drives from systems that do not require them.

· Finally, ensure that all network hardware is physically protected. If servers are secured in a locked room or cage, the attached routers and switches must also be physically secured. Otherwise, an intruder can easily attach a laptop or desktop computer and attack the servers from within the perimeter. Once again, management of network devices must be controlled; otherwise, they can be used to mount an attack against the rest of the infrastructure.
DESCRIPTION OF THE PERIMETER LAYER
· A network’s perimeter is the area of a network that is most open to attack from the outside.

· Network perimeters can connect to many different environments, from business partners to the Internet. Each organization uses different criteria to define its perimeter. Criteria can include some or all of the connections described on the slide.
Network perimeters include connections to:

1. The Internet

2. Branch Offices

3. Business Partners

4. Remote Users

5. Wireless Networks

6. Internet Applications

Perimeter Layer Compromise

· Most security expertise may focus on the area from which you most expect an attack to originate, such as the Internet. However, an attacker is also aware that this is your likely solution and will attempt to attack your network from elsewhere. It is critical that all entrances and exits to and from your network are secure.

· You are unlikely to be responsible for the security implementation of your business partners; therefore, you cannot totally trust all access from that environment. You also do not have control of remote users’ hardware, which is another reason not to trust that environment. Branch offices might not have as much sensitive information, and therefore they might have a lower security implementation. However, they might have direct links to the main office, which an attacker can use.

· It is important that you consider security for the network as a whole and not just for individual areas.
Network perimeter compromise may result in:
1. Attack on corporate network

2. Attack on remote users

3. Attack from business partners

4. Attack from a branch office

5. Attack on Internet Services

6. Attack from the Internet

Perimeter Layer Protection

· Securing perimeters can be accomplished primarily with firewalls. The configuration of a firewall can be technically challenging. Therefore, procedures should clearly detail requirements.

· Recent Microsoft® Windows® operating systems facilitate the blocking of unnecessary communication ports to reduce the attack profile of a computer.

· Network address translation (NAT) enables an organization to cloak internal port and IP address configurations to prevent malicious users from attacking internal systems with stolen network information. Perimeter security mechanisms can also hide internal services—even those that are to be available externally—so that an attacker never directly communicates with any system, other than the firewall, from the Internet.

· When data leaves the environment that is your responsibility, it is important that the data be in a state that will ensure its safe and intact arrival at its destination. This can be done by using encryption and tunneling protocols to create a virtual private network (VPN).

· The tunneling protocol used by Microsoft systems is Point-to-Point Tunneling Protocol (PPTP), using Microsoft Point-to-Point Encryption (MPPE); or Layer 2 Tunneling Protocol (L2TP), using IPSec encryption.

· When remote computers are establishing communications over a VPN, organizations can take additional steps to examine those computers to ensure that they comply with a predetermined security policy. Connecting systems are quarantined in a separate part of the network until the security checks have completed.

· Systems on the perimeter should also have clearly defined usages. Block or disable any other functionality.

· Internet Connection Firewall (ICF), which is included with Windows XP and Windows Server 2003, can extend perimeter protection to remote users.
Network perimeter protection includes:
1. Firewalls

2. Blocking communication ports

3. Port and IP address translation

4. Virtual Private Networks

5. Tunneling protocols

6. VPN Quarantine
DESCRIPTION OF THE INTERNAL NETWORK LAYER

· Attacks do not come only from external sources. Whether from genuine internal attacks or mere accidents, many systems and services are damaged from within.

· It is important to implement internal security to stop both malicious and accidental threats.
INTERNAL NETWORK LAYER COMPROMISE

· Access to internal systems and network resources enables an attacker to more easily gain access to organizational data.

· Access to the network infrastructure also allows an attacker to monitor the network and investigate the traffic that is being transported. Fully routed networks, although making communication easier, enable an attacker to access resources on the same network no matter where the attacker is on the network.

· Network operating systems have many services installed. Each network service is a potential point of attack.
INTERNAL NETWORK LAYER PROTECTION

· To help secure the internal network environment, you must require each user to securely authenticate with a domain controller and with the resources that they are accessing. Use mutual authentication—so that the client also knows the identity of the server—to prevent accidental copying of data to an attacker’s system.

· Switches physically segment, or partition, a network so that the whole network is not available from a single point. You can achieve partitioning by using separate network switches and routers or by creating multiple virtual local area networks (VLANs) on the same physical switch.

· Consider how the configuration of network devices, such as switches, will be managed. For example, your network team might use Telnet to attach to a switch or router to make configuration changes. Telnet passes all security credentials in clear text. This means that user names and passwords are accessible to anyone who can sniff that network segment. This can be a major security weakness. 

· Consider allowing the use of only a secure, encrypted method, such as secure shell SSH or direct serial terminal access. 

· You must also adequately secure the backup copies of your network device configurations. Backup copies can reveal information about the network that is useful to an attacker. If a weakness is detected, you can use backups of the device configuration to perform a rapid restoration of a device to a more secure configuration.

· Restrict traffic even when it is segmented. For both wired and wireless LANs, you can use 802.1X to provide encrypted and authenticated access. This solution can use either Active Directory accounts and passwords or digital certificates for authentication. If you use certificates, you will need a Public Key Infrastructure (PKI) built on Windows Certificate Services; for either passwords or certificates, you will also need a RADIUS server built on Windows Internet Authentication Service (IAS). Both Certificate Services and IAS are included in Windows Server 2003.

· Implement encryption and signing technologies, such as IPSec or Server Message Block (SMB) Signing, to prevent attackers from sniffing packets from the network and reusing them.
DESCRIPTION OF THE HOST LAYER

· Computer systems on a network are likely to have specific roles or functions. This will affect the security applied to them.
HOST LAYER COMPROMISE

· Network hosts can be attacked by using functions that are known to be available by default, even if they are not required for the server to perform its network role.

· Attackers might also distribute viruses to perform an automated attack.

· Software installed on computer systems might have weaknesses that attackers can exploit. It is important to stay current with all security issues for all of the software in your environment.
HOST LAYER PROTECTION
· On both client and server systems, hardening techniques will depend on the role of the computer. In each case, you can use security templates and administrative templates with Group Policy to protect these systems.

· On client systems, you can also use Group Policy to restrict user privileges and to control software installation. Using Group Policy to restrict which applications a user can run can prevent the user from inadvertently running Trojan code.

· On server systems, hardening techniques also include applying NTFS permissions, setting audit policies, filtering ports, and performing additional tasks based on the server role.

· Keeping the server and client patches up-to-date also improves security. Microsoft provides several ways to apply patches to systems, including Windows Update, Software Update Service, and Microsoft Systems Management Server (SMS).

· The use of a current antivirus package and a personal firewall, such as Internet Connection Firewall (ICF), available with Windows XP and later operating systems, can greatly reduce the attack surface of a client computer.
DESCRIPTION OF THE APPLICATION LAYER

· Network applications enable clients to access and manipulate data. They are also an access point to the server on which the applications are running.

· Remember that the application is providing a service to the network. This service should not be prevented by the security implementation.

· Examine internally developed applications, as well as commercial applications, for security issues.
APPLICATION LAYER COMPROMISE
· Attackers focusing on applications might crash the application to make its functionality unavailable.

· Applications might have flaws that attackers can manipulate to run malicious code on the system.

· An attacker might overuse a service so that legitimate use is impossible; this is a type of denial of service attack. 

· An application might also be used to perform unintended tasks, such as routing e-mail.
APPLICATION LAYER PROTECTION

· Installations of applications should include only required services and functionality.

· Internally developed applications should be assessed for security vulnerabilities on an ongoing basis, and patches should be developed and deployed for any vulnerabilities that are identified.

· Applications running on the network should be securely installed and have all service packs and patches applied.

· Antivirus software should be running to help prevent the execution of malicious code.

· If an application is compromised, the attacker might be able to access the system with the same privileges that the application is running under. Therefore, run services and applications with the least privilege that is necessary.

· When new custom applications are developed, use the latest security engineering best practices in the development of the applications.
DESCRIPTION OF THE DATA LAYER

· The final layer is the data. Computer systems store, process, and serve data. When data is processed into a meaningful form, it becomes useful information.

· Both the raw data and the information that a computer system stores are targets for attack. The computer system keeps data on mass storage media, typically a hard disk.

· All recent versions of Microsoft Windows support multiple file systems for storing and accessing files on a disk. One of these, NTFS, is supported by Microsoft Windows NT®, Windows 2000, Windows XP, and Microsoft Windows Server™ 2003. It provides both file and folder permissions to help protect data.

· NTFS supports additional features, such as auditing and the Encrypting File System (EFS), that can be used to implement data security.
DATA LAYER COMPROMISE

· Attackers who gain access to a file system can do a huge amount of damage or gain a huge amount of information. They can view data files and documents, some of which can contain sensitive information. They can also change or remove the information, which can cause severe problems for an organization.

· The Active Directory® directory service uses files on the disk to store directory information. These files are stored in a default location when the system is promoted to a domain controller. As part of the promotion process, it would be wise to store the files somewhere other than the default location because this would hide them from attackers. Because the names of the files are well known (with the file name NTDS.dit), relocating these files alone is likely only to slow an attacker down. If the directory files become compromised, it puts the whole domain environment at risk. 

· Application files are also stored on disk and open to attack, providing attackers with the opportunity to either break the application or manipulate it for malicious purposes.
DATA LAYER PROTECTION

· EFS allows the encryption of files as they reside on the file system. It relies on the disk being formatted with NTFS and has been available since Windows 2000. It is important to understand that EFS does not encrypt files while they are in transit across a network. The encryption process uses a file encryption key to encrypt the file and public/private key technology to protect the file encryption key. 

· NTFS also provides file-level and folder-level security. This allows the creation of access control lists to define who has access to a file and what access they have.

· Increasing data layer protection needs to be a combination of access control lists and encryption. Encrypting a file prevents unauthorized reading only; it does not prevent any action that does not require the reading of the file, such as deletion. To prevent deletion, use access control lists.

· Since data is the lifeblood of many businesses, it is important that the recovery of that data be a known and proven process. If regular backups are taken, any tampering or removal of data, either accidental or malicious, can be recovered from backups in a timely manner. A reliable backup-and-restore process is vital in any environment. Also, backup and restore tapes should be secured. Copies of backup and restore tapes should be kept offsite at a secure location. Unauthorized access to backup tapes is just as damaging as a physical breach of your infrastructure.

· Access control lists operate only on documents within the file system for which they are enabled. Once documents are copied to another location (for example, a user's local hard drive), there is no more access control. Windows Rights Management Services (RMS), provided with Windows Server 2003, moves the access control function onto the object itself so that access control is enforced regardless of where the document is physically stored. RMS also gives content creators greater control over the particular actions that a consumer is allowed to perform—for example, the recipient can be granted access to read a document but not to print or copy and paste; for e-mail sent by Microsoft Office Outlook® 2003, the message sender can prevent recipients from forwarding the message.

INCIDENT RESPONSE CHECKLIST
· Having clear, comprehensive, and well-tested incident response plans and procedures is the key to enabling rapid and controlled reaction to threats.

· To limit the impact of an attack, it is important that the response to the attack be swift and complete. For this to happen, the monitoring and auditing of systems must take place.

· After the attack is identified, the response to the attack will depend on the type of the attack. 

· Communicate the fact that the attack has taken place to all relevant personnel.

· As much as possible, contain the impact of the attack.

· Take preventive measures to ensure that the attack cannot recur. 

· Create documentation to specify the nature of the attack, how it was identified, and how it is combated.
CONTAINING THE EFFECTS OF THE ATTACK

· When a system is attacked, it should be shut down and removed from the network. Other systems on the network must be protected. 

· The affected servers should be kept and analyzed, and the findings should be documented.

· It can be very difficult to meet the legal standards for evidence preservation and still be able to move on with day-to-day business. A detailed plan for evidence preservation that meets the legal requirements in your jurisdiction should be developed in concert with your legal advisors so that a plan will be in place when your network is attacked.
WORM ATTACKING UDP PORT 135

· In this example, there has been a proliferation of a strain of the blaster virus.

· You can take measures at multiple layers of the defense-in-depth model to prevent a worm from attacking User Datagram Protocol (UDP) port 135.
1. PERIMETER

2. NETWORK

3. HOST

EMAIL WORM

· There have been many e-mail–related viruses in the last few years. 

· You can take measures at multiple layers of the defense-in-depth model to guard against e-mail worms. These precautions specifically require user education so that users understand the risk and follow appropriate procedures. 
1. Perimeter

- Scan all attachments at SMTP Gateway

2. Network

- Use RRAS Quarantine to check patch level and virus signatures

3. Application

a. Microsoft Office 98, ensure that the Microsoft Outlook® 98 Security Update is installed
b. Office 2000, ensure that at least Service Pack 2 is installed

c. Office XP and Office 2003, The default security zone setting is Restricted Sites (rather than Internet), and active scripting within restricted sites is also disabled by default.

4. Users

-  Teach users that attachments can be malicious!  

“I Get Hacked Before I Can Patch!”

· It is possible that an attack will infect a computer before patches or fixes can be applied. 

· To prevent damage to other computers on the network while you are repairing the computer, follow these steps:
· Disconnect the network cable.

· Boot the system and log on. You might need local administrative credentials if cached credentials are off.

· Turn on ICF to block all incoming traffic.

· Reconnect the network cable.

· Download and install the patch.

· Reboot.

· Turn off ICF according to policy.

SECURITY BEST PRACTICES

· Follow the defense-in-depth model. Each layer in the model is protected by the adjacent layers and relies on all layers being implemented.

· There is a constant compromise between functionality and security. The two are rarely complementary. Although the focus might once have been on providing functionality, the focus now is firmly on security. This facilitates a secure-by-design culture. Software and systems are secure by default and by design, making it easier to create a secure network environment.

· Processes and applications running on a computer system do so with a defined level of privilege over the system. Unless configured otherwise, processes started while a user is logged on to the system run with the same privilege as that of the user. To prevent accidental attacks, all users of the system must log on with the least privilege required to perform their functions. Viruses run with the privilege of the user who is logged on. As a result, viruses will have much wider scope if the user is logged on as an administrator.

· Applications and services should also run with the least privilege necessary.

· It is vitally important that you understand that security is not a goal; it is a journey. There is never a completely secure environment. New viruses, patches, and exploits keep occurring. Learn from experience, and keep extensive records of everything.

· To maintain security levels, implement monitoring and auditing procedures, and make sure that the output from these procedures is processed regularly. 

· Having clear, comprehensive, and well-tested incident response plans and procedures is the key to enabling rapid and controlled reaction to threats. 
SECURITY CHECKLIST

· Security starts with education and instruction. Do not leave anything to chance or allow people to make their own decisions. Document everything, and create procedures and processes for all business functions. Whenever users need to do something, they should have a document available that provides them with step-by-step instructions.

· Stay ahead of the game by keeping up-to-date with security issues. Microsoft will send security bulletins to subscribers through e-mail. Many attacks are made against security flaws for which a patch is available. Make sure you are up-to-date with patch management.

· Remember defense in depth. Implement security procedures at all levels of the model because they rely on one another. A network is only as secure as its weakest point.

· The importance of regular backups cannot be overemphasized. Data loss or change can be catastrophic for a business. Regular backups are a must. Always store backup data offsite. Perform regular restore procedures as well.

· Understand how you might be attacked. Become familiar with hacking tools and viruses. Investigate where attacks happen and how. The CSI/FBI Computer Crime and Security Survey is a good place to start.

10 IMMUTABLE LAWS OF SECURITY

1. When you choose to run a program, you are making a decision to turn over control of your computer to it. Once a program is running, it can do anything, up to the limits of what you yourself can do on the machine. 

2. In the end, an operating system is just a series of ones and zeros that, when interpreted by the processor, cause the machine to do certain things. Change the ones and zeros, and it will do something different. Where are the ones and zeros stored? Why, on the machine, right along with everything else! They're just files, and if other people who use the machine are permitted to change those files, it's "game over." 

3. If someone has physical access to your computer, he or she has full control over the computer and can do anything to it such as modifying data, stealing data, taking the hardware, or physically destroying the computer.

4. If you run a website, you need to limit what visitors can do. You should allow a program on your site only if you wrote it yourself or if you trust the developer who wrote it. But that may not be enough. If your website is one of several hosted on a shared server, you need to be extra careful. If a bad guy can compromise one of the other sites on the server, it's possible that he can extend his control to the server itself and thus control all of the sites on it—including yours. 

5. If a hacker can compromise your password, he can log on to your computer and do anything on your computer that you can do. Always use a password; it is amazing how many accounts have blank passwords. And choose a complex one. Do not use your dog's name, your anniversary date, or the name of the local football team. And do not use the word password! 

6. An untrustworthy administrator can negate every other security measure you've taken. He can change the permissions on the machine, modify the system security policies, install malicious software, add bogus users, or do any of a million other things. He can subvert virtually any protective measure in the operating system because he controls it. Worst of all, he can cover his tracks. If you have an untrustworthy administrator, you have absolutely no security. 

7. Many operating systems and cryptographic software products give you an option to store cryptographic keys on the computer. The advantage is convenience—you don't have to handle the key—but it comes at the cost of security. The keys are usually obfuscated (that is, hidden), and some of the obfuscation methods are quite good. But in the end, no matter how well hidden the key is, if it is on the machine, it can be found. It has to be able to be found: after all, the software can find it, so a sufficiently motivated bad guy can find it too. Whenever possible, use offline storage for keys. 

8. Virus scanners work by comparing the data on your computer against a collection of virus signatures. Each signature is characteristic of a particular virus, and when the scanner finds data in a file, in an e-mail, or elsewhere that matches the signature, it concludes that it has found a virus. However, a virus scanner can scan only for the viruses it knows about. It is vital that you keep your virus scanner's signature file up-to-date because new viruses are created every day. 

9. The best way to protect your privacy on the Internet is the same way you protect your privacy in normal life—through your behavior. Read the privacy statements on the websites you visit, and do business only with websites whose practices you agree with. If your are worried about cookies, disable them. Most important, avoid indiscriminate Web surfing: recognize that just as most cities have a bad side of town that is best avoided, the Internet does too. 

10. Perfect security requires a level of perfection that simply does not exist and in fact is not likely ever to exist. This is true for software as well as virtually all fields of human interest. Software development is an imperfect science, and virtually all software has bugs. Some of them can be exploited to cause security breaches. That is just a fact of life. But even if software could be made perfect, it would not solve the problem entirely. Most attacks involve, to one degree or another, some manipulation of human nature—this is usually referred to as social engineering. Raise the cost and difficulty of attacking security technology, and bad guys will respond by shifting their focus away from the technology and toward the human being at the console. It is vital that you understand your role in maintaining solid security, or you could become the chink in your own systems' armor. 
To view the full article on the 10 immutable laws of security, see:

http://www.microsoft.com/technet/columns/security/essays/10imlaws.asp

















































